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ABSTRACT

Cloud computing is a virtual environment in which resources of the computing infrastructure are providedas
data security and access control when users outsource sensitive data for sharing on cloud servers, which are
notwithin the same trusted domain as data owners. To keep sensitive user data confidential against untrusted
servers,existing solutions usually apply cryptographic methods by disclosing data decryption keys only to
authorized users. If a cloud system is responsible for both tasks on storage and encryption/decryption of data,
the system administrators may simultaneously obtain encrypted data and decryption keys. This allows them to
access information without authorization and thus poses a risk to information privacy. This Project proposes a
business model for cloud computing based on the concept of separating the encryption and decryption service
from the storage service. An authentication method is proposed at a lower level which can be implemented by
cloud providers. It is a simple way of authentication which can be utilized by developers along with encryption.

INTRODUCTION

At the present world of networking system, Cloud computing is one the most important and developing concept
for both the developers and the users. Persons who are interrelated with the networking environment, cloud
computing is a preferable platform for them. The cloud offers many strong points: infrastructure flexibility,
faster deployment of applications and data, cost control, adaptation of cloud resources to real needs, improved
productivity, etc.

Over the recent years, there is a great advancement in the field of Computer Science. Cloud Computing is the
result of advancement in the existing technologies. Cloud Computing is beneficial not only for users but also for
large and small organizations. Security issues are the major concern in Cloud Computing.

At the present world of networking system, Cloud computing is one the most important and developing concept
for both the developers and the users. Persons who are interrelated with the networking environment, cloud
computing is a preferable platform for them. Therefore in recent days providing security has become a major
challenging issue in cloud computing. In the cloud environment, resources are shared among all of the servers,
users and individuals. As a result files or data stored in the cloud become open to all. Therefore, data or files of
an individual can be handled by all other users of the cloud. Thus the data or files become more vulnerable to
attack. As a result it is very easy for an intruder to access, misuse and destroy the original form of data. Hence, it
is extremely essential for the cloud to be secure. Another problem with the cloud system is that an individual
may not have control over the place where the data needed to be stored. A cloud user has to use the resource
allocation and scheduling, provided by the cloud service provider. Thus, it is also necessary to protect the data
or files in the midst of unsecured processing.

If a cloud system is answerable for both the tasks on storage and encryption-decryptionof data, the system
administrators may concurrently obtain encrypted data and decryption keys and there may be thechances of
unauthorized disclosure of data. This allows them to access information without authorization and thusposes a
risk to information privacy.

OBJECTIVE
Cloud computing security issues
As cloud computing providing the security there has some issues related to security they are as follows:

A. Security
Security is generally a desired state of being free from harm. As defined in information security, it is a condition
in which an information asset is protected against its confidentiality, integrity and availability in the desired state
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and at the right time. Security is an important domain in as far as cloud computing is concerned, there are a
number of issues to be addressed if the cloud is to be perfectly secure

Professional hackers can invade virtually any server, and there are the statistics that show that one-third of
breaches result from stolen or lost laptops and other devices and from employees’ accidentally exposing data
on the Internet, with nearly 16 percent due to insider theft .

B. Privacy
Different from the traditional computing model, cloud computing utilizes the virtual computing technology,
users’ personal data may be scattered in various virtual data center rather than stay in the same physical
location, even across the national borders, at this time, data privacy protection will face the controversy of
different legal systems. On the other hand, users may leak hidden information when they accessing cloud
computing services.

C. Reliability
Servers in the cloud have the same problems as your own resident servers. The cloud servers also experience
downtimes and slowdowns, what the difference is that users have a higher dependent on cloud service
provider (CSP) in the model of cloud computing.

D. Legal Issues
As with other changes in the landscape of computing, certain legal issues arise with cloud computing, including
trademark infringement, security concerns and sharing of proprietary data resources.

These legal issues are not confined to the time period in which the cloud-based application is actively being
used. There must also be consideration for what happens when the provider-customer relationship ends.
E.Performance interference and noisy neighbor

Due to its multi-tenant nature and resource sharing, cloud computing must also deal with the "noisy neighbor"
effect. This effect in essence indicates that in a shared infrastructure, the activity of a virtual machine on a
neighboring core on the same physical host may lead to increased performance degradation of the VMs in the
same physical host, due to issues

As Cloud Computing has been spreading widely, users and service providers enables to use resource or service
cheaply and easily without owning all the resource needed. However, Cloud Computing has some security
issues such as virtualization technology security, massive distributed processing technology, service availability,
massive traffic handling, application security, access control, and authentication and password. User
authentication among them requires a high-guaranteed security. Hence, this paper would like to discuss
technologies of access control and user authentication briefly and look at the problems inside.

Along with authentication of user and all other parties involved in the process of data storing, encrypting,
decrypting and retrieving another major goal of this project is securing the cloud by isolating the processes of
encryption and decryption. This can be done when encryption and decryption will be done separately by
different vendors. In this way the keys used for encryption and decryption will be kept secret. The processes will
be in control and there will not be much threat to the security.

LITRATURE REVIEW

Cloud Computing Business Model: Cloud computing is the use of computing resources (hardware and software)
that are delivered as a service over a network. Cloud computing entrusts remote services with a user's data,
software and computation.

Services by cloud computing over the network are:

A. PaaS- In this type of service, Platform is provided to the cloud consumer as a service. For example-
Operating System.

B. TaaS- In this type of service, infrastructure is provided to the cloud consumer as a service. For example-
Storage area, server physical equipment.
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C. SaaS- In this type of service, Software is provided to the cloud consumer as a service. For example-
Microsoft Word, Notepad, Paint, or many other applications.

In the last decade, much development has taken place in the field of authentication models. A number of
frameworks, models and architectures have been proposed by researchers.

This Project proposes a business model for cloud computing based on the concept of separating the encryption
and decryption service.

PROBLEM DEFINATION

This section addresses the core theme of this chapter, i.e., the security and privacy-related challenges in cloud
computing. There are numerous security issues for cloud computing as it encompasses many technologies
including networks, databases, operating systems, virtualization, resource scheduling, transaction management,
load balancing, concurrency control and memory management. Therefore, security issues for many of these
systems and technologies are applicable to cloud computing.

For securing data at rest, cryptographic encryption mechanisms are certainly the best options. Encryption is the
best option for securing data in transit as well. In addition, authentication and integrity protection mechanisms
ensure that data only goes where the customer wants it to go and it is not modified in transit. Strong
authentication is a mandatory requirement for any cloud deployment. User authentication is the primary basis
for access control. In the cloud environment, authentication and access control are more important than ever
since the cloud and all of its data are accessible to anyone over the Internet. The trusted computing group’s
(TCG’s) IF-MAP standard allows for real-time communication between a cloud service provider and the
customer about authorized users and other security issues. When a user’s access privilege is revoked or
reassigned, the customer’s identity management system can notify the cloud provider in real-time so that the
user’s cloud access can be modified or revoked within a very short span of time

RESEARCH METHODOLOGY

With the growing popularity of cloud, companies are investing heavily in the research of cloud computing
security. In this paper some of the significant and latest research is included which mainly focus on the
authentication phase of cloud security. After the thorough review of literature in cloud computing authentication,
some new directions and approaches are set forth that can facilitate the researchers in this area.

Research methodology was selected to perform this research. This research methodology is a nominal sequence
process of well-defined activities per the referenced paper.

Kerberos method of authentication and a hybrid method using AES and DES for encryption and decryption as a
combination will fulfill the purpose of this project.

For authentication purpose,Kerberos method is used. It is a computer network authentication protocol that works
based on 'tickets' to allow nodes communicating over a non-secure network to prove their identity to one another
in a secure manner.

Kerberos is a trusted third-party authentication system that relies on shared secrets. It presumes that the third
party is secure, and provides single sign-on capabilities, centralized password storage, database link
authentication, and enhanced PC security. It does this through a Kerberos authentication server, or through
Cybersafe Active Trust, a commercial Kerberos-based authentication server.

Kerberos is a computer network authentication protocol that works on the basis of ‘'tickets' to
allow nodes communicating over a non-secure network to prove their identity to one another in a secure manner.
Its designers aimed it primarily at a client—server model and it provides mutual authentication—both the user
and the server verify each other's identity. Kerberos protocol messages are protected
against eavesdropping and replay attacks.

Kerberos builds on symmetric key cryptography and requires a trusted third party, and optionally may
use public-key cryptography during certain phases of authentication.['!Kerberos uses UDP port 88 by default.
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A hybrid approach is used i.e. combination of AES and DES algorithms are used to obtain the optimal results.
The DES (Data Encryption Standard) is a cryptographic standard. The algorithm is designed to encipher and
decipher blocks of data consisting of 64 bits under control of a 64-bit key. In cryptography, the Advanced
Encryption Standard (AES) cipher has a 128-bit block size, with key sizes of 128, 192 and 256 bits, respectively.
The integration of AES with DES is to enhance security for input mode as text, image, audio and video. To
understand the need for minimizing algebraic attacks on AES there by the idea of integrating AES with DES is
proposed. Hence the development of the Hybrid AES-DES algorithm is considered.

OUTCOME
The paper witnesses the evolution of authentication. Research is still in progress finding new methods and
schemes to authenticate the user in order to challenge the security threats faced by the Cloud. These new
approaches by various researchers offer a good foundation for further research and development in the field of
Cloud security.

Here we are focusing on the security goal by enhancing the authenticity of the client along with the vendor
responsible for encryption and the vendor responsible for decryption process, since there cryptographic
processes will be done separately to reduce the risk of misusing the information of decryption key that will be
used. Hencewise, more security will be provided to the cloud environment

CONCLUSION
Cloud service can be accessed by a device that can access the internet, the device may be Laptop, PC, and Smart
Phone etc.

If storage and encryption/ decryption are provided by a single service provider than there may be a more
chances for unauthorized access of data from high level authority like System administers, as he has access to
Decryption key and encrypted data that is stored. This paper proposes a Secured cloud computing model based
on separating the cloud computing services into two different service providers. Therefore a contract is to be
signed for establishing a cooperation model for providing common services to clients. The main aim of this
paper is dividing of authority to reduce operational risk due to which unauthorized access of data.

For cloud computing to be used and spread, users must have a high level of trust in the methods by which
service providers protect their data, emphasizing that authorization of the storage and encryption/decryption of
user data must be differentiated with two different service providers. The privileges of storing as a service
provider include storing user data which is already encrypted through an Encryption/Decryption service.
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